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Workforce	  Challenge	  	  
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Cyber	  Crime	  Impact	  

Source:	  Norton	  cybercrime	  report	  
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About	  Dr.	  Levy	  
ü B.Sc.	  in	  Aerospace	  Engineering	  (1994)	  
ü Master	  in	  Business	  Admin	  w/MIS	  ConcentraNon	  (1998)	  
ü Ph.D.	  in	  MIS	  (2003)	  

Professor	  of	  InformaNon	  Systems	  and	  Cybersecurity	  
Director,	  Center	  for	  e-‐Learning	  Security	  Research	  	  
E-‐mail:	  levyy@nova.edu	  	  
Site:	  hVp://scis.nova.edu/~levyy/	  
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About	  Mrs.	  Carlton	  
ü B.A.	  in	  Business	  AdministraNon	  (1990)	  
ü Master	  in	  Business	  AdministraNon	  (1998)	  
ü B.Sc.	  in	  Computer	  Science	  (2000)	  
ü M.Sc.	  in	  InformaNon	  Studies	  (2004)	  

	  network	  and	  security	  concentraNon	  
ü Ph.D.	  in	  InformaNon	  Systems	  and	  Cybersecurity	  (work	  in	  progress)	  
	  
Doctoral	  Candidate,	  Levy	  CyLAB	  
h#p://cec.nova.edu/~levyy/DrLevysCyLab.htm	  
	  
E-‐mail:	  mc2418@nova.edu	  	  
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NaNonal	  Center	  of	  Academic	  
Excellence	  in	  InformaNon	  
Assurance/Cyber	  Defense	  

Nova	  Southeastern	  University	  is	  one	  of	  Florida’s	  leading	  research	  insNtuNons	  in	  cybersecurity	  

hVp://infosec.nova.edu/	  

Nova	  Southeastern	  University	  is	  one	  of	  Florida’s	  leading	  research	  insNtuNons	  in	  cybersecurity	  

hVp://infosec.nova.edu/	  
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h"p://cec.nova.edu/~levyy/	  
click	  on	  “Levy	  CyLab”	  

Cybersecurity,	  User-‐authen@ca@on,	  Privacy,	  and	  Skills	  (CUPS)	  



10/20/15	  

4	  

CyberSecurity	  Skills	  Research	  

10	  

What	  does	  
responsible	  online	  
behavior	  means	  	  

2U?	  
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Where	  are	  some	  
places	  	  
U	  	  

connect	  to	  the	  
Internet	  regularly?	  

C3	  

C3	  =	  Cyber-‐security	  
	   	   	  	  +	  Cyber-‐safety	  
	   	   	  	  +	  Cyber-‐ethics	  
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C3	  Defined	  

•  Cyber-‐Security	  
“The	  protecNon	  of	  informaNon	  and	  computer	  
systems,	  as	  well	  as	  networks	  while	  connected	  to	  the	  
Internet”	  

•  Cyber-‐Safety	  
“Responsible	  rules	  and	  behaviors	  designed	  to	  keep	  
individuals	  safe	  whenever	  connected	  to	  the	  Internet”	  

•  Cyber-‐Ethics	  
“Cyber-‐Ethics	  involve	  the	  informal	  code	  of	  posiNve	  
conduct	  used	  whenever	  someone	  is	  connected	  to	  the	  
Internet”	  

WWW	  Decision	  Tool	  

W	  –Who	  is	  asking	  for	  this	  personal	  informaNon?	  

	  
W	  –What	  informaNon	  is	  being	  requested?	  

	  
W	  –	  Why	  do	  they	  need	  this	  personal	  informaNon?	  

IdenNty	  	  Thef	  	  



10/20/15	  

7	  

IdenNty	  	  Thef	  (Cont.)	  

Phishing	  	  

Phishing	  	  
Example	  

IdenNty	  	  Thef	  (Cont.)	  

Spear	  
Phishing	  	  
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IdenNty	  	  Thef	  –	  ‘Whaling’	  

Malware	  

Risk	  Management	  –	  Free	  WiFi	  
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Risk	  Management	  –	  Free	  WiFi	  

Password	  Strength	  &	  Cyber	  
Risks	  

•  Don’t	  use	  passwords	  	  
“John$1953”	  

Use	  passphrases!	  
	  
“JohnL!kes2LaVes4$4”	  

Session	  1	  
Ques@ons?	  


