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10	  
Skills	  

U	  must	  know!	  
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Threat	  #1:	  E-‐mail	  phishing	  	  
	  
Skill	  #1:	  Preven<ng	  Personal	  
Iden<fiable	  Informa<on	  (PII)	  
theD	  via	  e-‐mail	  phishing	  

Threat	  #2:	  Malware	  via	  e-‐mail	  
aFachment	  	  
	  
Skill	  #2:	  Preven<ng	  malware	  
via	  e-‐mail	  aFachment	  
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Threat	  #3:	  Browsing	  non-‐
reputable/non-‐secured	  
Websites	  
	  
Skill	  #3:	  Preven<ng	  malware	  
via	  non-‐secure	  Websites	  

Threat	  #4:	  Free	  non-‐
reputable/non-‐secured	  WiFi	  
network	  
	  
Skill	  #4:	  Preven<ng	  PII	  theD	  
via	  access	  to	  non-‐secure	  
networks	  
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Threat	  #5:	  Use	  of	  unknown	  
USB	  or	  storage	  drive/device	  
	  
Skill	  #5:	  	  Preven<ng	  informa<on	  
system	  compromise	  via	  USB	  or	  
storage	  drive/device	  exploita<ons	  

Threat	  #6:	  Purchasing	  from	  
non-‐reputable/non-‐secured	  
Websites	  
	  
Skill	  #6:	  Preven<ng	  credit-‐card	  
informa<on	  theD	  by	  purchasing	  
from	  non-‐secured	  Websites	  
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Threat	  #7:	  Wri<ng	  down	  
personal	  passwords	  in	  visible	  
places	  
	  
Skill	  #7:	  Preven<ng	  
unauthorized	  informa<on	  system	  
access	  via	  password	  exploita<ons	  

Threat	  #8:	  ‘Friending’	  
unknown	  individual/account	  
on	  social	  media	  
	  
Skill	  #8:	  Preven<ng	  PII	  theD	  
via	  social	  networks	  
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Threat	  #9:	  Failing	  to	  lock	  or	  
log	  out	  of	  worksta<ons	  when	  
leaving	  work	  area	  
	  
Skill	  #9:	  Preven<ng	  unauthorized	  
computer	  system	  access	  via	  
worksta<ons	  lock	  or	  log	  out	  

Threat	  #10:	  Revealing	  
confiden<al	  digital	  
informa<on	  to	  unauthorized	  
individuals	  
	  
Skill	  #10:	  Preven<ng	  the	  leaking	  of	  
confiden<al	  digital	  informa<on	  to	  
unauthorized	  individuals	  
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Mobile_Cyber_Security.mp4	  

Video	  …	  

Session	  2	  
Ques<ons?	  


