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h"p://CeLSR.nova.edu/	  	  

Cyber-‐Security	  Skills	  Research	  
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BIO-‐PIN™	  Patent	  
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What	  does	  
responsible	  online	  
behavior	  means	  	  

2U?	  

Where	  are	  some	  
places	  	  
U	  	  

connect	  to	  the	  
Internet	  regularly?	  



10/17/13	  

5	  

C3	  

C3	  =	  Cyber-‐security	  
	   	   	  	  +	  Cyber-‐safety	  
	   	   	  	  +	  Cyber-‐ethics	  
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Things	  U	  Do	  In	  Cyber	  Space	  (Online)?	  

Cyber-‐Security:	  
_______________
_______________
_______________	  
_______________
_______________
_______________
_______________	  
_______________
_______________
_______________
_______________	  
_______________
_______________
_______________	  

Cyber-‐Safety:	  
_______________
_______________
_______________	  
_______________
_______________
_______________
_______________	  
_______________
_______________
_______________
_______________	  
_______________
_______________
_______________	  

Cyber-‐Ethics:	  
_______________
_______________
_______________	  
_______________
_______________
_______________
_______________	  
_______________
_______________
_______________
_______________	  
_______________
_______________
_______________	  

C3	  Defined	  

•  Cyber-‐Security	  
“The	  protecHon	  of	  informaHon	  and	  computer	  
systems,	  as	  well	  as	  networks	  while	  connected	  to	  the	  
Internet”	  

•  Cyber-‐Safety	  
“Responsible	  rules	  and	  behaviors	  designed	  to	  keep	  
individuals	  safe	  whenever	  connected	  to	  the	  Internet”	  

•  Cyber-‐Ethics	  
“Cyber-‐Ethics	  involve	  the	  informal	  code	  of	  posiHve	  
conduct	  used	  whenever	  someone	  is	  connected	  to	  the	  
Internet”	  
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1st	  C:	  	  Cyber-‐security	  

•  Computer/Tablet/SmartPhone’s	  Internet	  
connecHon	  =	  gate	  that	  swings	  both	  ways:	  in-‐
and-‐out:	  
– Files"
– Software"
– Pictures"
–  Information"

•  Dangers	  to	  the	  ‘in-‐and-‐out’	  	  
•  Need	  to	  take	  precauHons	  to	  prevent	  damage	  

2nd	  C:	  Cyber-‐safety	  

•  Not	  just	  about	  protecHng	  informaHon	  and	  
reputaHons"

•  ProtecHng	  yourself	  and	  others	  physically	  as	  
well	  

•  People	  can	  abuse,	  bully,	  harass,	  and	  stalk	  
•  Many	  use	  mix	  of	  online	  and	  in-‐person	  
techniques!!!	  

•  Stalking	  Resource	  Center:	  www.ncvc.org/src,	  Wired	  Safety’s	  
www.stopcyberbullying.org,	  or	  the	  FTC’s	  www.OnGuardOnline.org	  
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3rd	  C:	  Cyber-‐ethics	  

•  No	  flaming	  -‐	  If	  you	  wouldn’t	  say	  it	  to	  
someone’s	  face,	  don’t	  say	  it	  online!	  Or	  seek	  
help!	  

•  Respect	  others’	  intellectual	  property	  –	  don’t	  
plagiarize	  or	  download	  unauthorized	  music,	  
videos,	  sooware,	  and	  other	  copyrighted	  
material	  	  

•  Properly	  cite	  informaHon	  found	  online	  (and	  
find	  good	  informaHon)	  –	  	  
www.nova.edu/library/dils/lessons/apa/	  

WWW	  Decision	  Tool	  

W	  –Who	  is	  asking	  for	  this	  personal	  informaHon?	  

	  
W	  –What	  informaHon	  is	  being	  requested?	  

	  
W	  –	  Why	  do	  they	  need	  this	  personal	  informaHon?	  
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Session	  1	  
Ques8ons?	  


